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1. BBegeHue

1.1

OnucaHue fgoKyMeHTa

[aHHbIN JOKYMEHT SIBNSieTCs YacTblo «[lakeTa MHCTPYKUMIA No obcrnyxuBaHUio poyTepa iRZ» 1 cooepXuT

pPa3bACHUTENTIbHYO I/IH(bOpMaLI,I/IIO TOJIbKO O TEXHUYECKNX XapaKTEepUCTUKax poyTepa iIRZn HEKOTOPbIE NPUMEPDbI

HacTpowku. [ns nonyyeHns 6onee nogpobHow nHpopmMauum cm. pasgen 1.2.

Bepcusa gokymeHTa Oarta ny6nukauum

111 2013-10-29

MNMoaroTtoBneHo: Adranacebes [1.C., F'onosuH B.H. lNMpoBepeHo: Masnos [.C.
1.2. O630p nakeTa MHCTPYKLUN

Ons nony4eHuna I/IC‘-IepI'IbIBaIOLLI,eIZ I/IH(bOpMaLI,VIVI no 3aKcnnyartauuu, HeobXxoQMMO O3HaKOMUTCSI C MOSTHbIM

KOMMJ1IEKTOM AOOKyMEeHTauun no poyrtepam iRZ. Bcs OOKYMEHTaunAa Ha PYCCKOM A3blke OOCTynHa Ha caunte

www.radiofid.ru B pasgene «lMogoepxka».

CognepxaHue «NakeTa MHCTPYKLMIA Mo 0BCnyXmMBaHUO poyTepa iRZ»:

PykoBoACTBO No akcnnyatauum poytepa iRZ

OnvcaHue cpeacTB yrnpaBreHnst U MOHUTOPUHra poyTepa iRZ

PykoBoacTBO Mo pasBépTbiBaHWIO peLleHnii Ha 6ase poyTepos iRZ

Mpumepbl pabounx KoHUrypauum poyTtepa iRZ

CosgaHue BUpTyanbHbIX ceTen n TyHHenen cpeacteamu OpenVPN
YaanénHein goctyn k COM-nopTy poyTepa

3awuTta nepegaBaeMbix OaHHbIX cpeacTBamm IPSec

DynDNS 1 o6xof orpaHv4eHuin BHeLHero amHaMmuyeckoro |P-agpeca
Ob6benunHeHne ceTen ¢ NOMOLLBI0 BUPTYyanbHbix GRE-TyHHenewn

C6oeycTonumBocCTb YPOBHS ceTu cpeacteamm VRRP

ObecneyeHne JocTyna K BHyTpMceTeBbIM Cny*Kbam cpeactsamm PortForwarding

[narHocTvka u MeTofpbl YCTpaHeHUsi HeucnpaBHOCTel poyTepa iRZ

PykoBoacTBo no HacTpolike poyTepa iRZ ¢ nomolubto USB-HakonuTens

TexHuueckme ycnosus (TY)

npOTOKOJ'I TeMnepaTypHbIX ncnbiTaHum

[eknapaumsi 0 CooTBETCTBUM


http://www.radiofid.ru/
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1.3. TepMUHbI 1 COKpaLLEeHUA

PoyTep — mapwpyTtunsaTtop iRZ RUH2b Router.

3G — obuee onucaHne Habopa cTaH4apToB, onMchIBaOLWMX paboTy B ceTax UMTS n GSM: GPRS, EDGE,
HSPA;

CepBep — 3TOT TEPMUH MOXET ObITb UCMONBb30BaH B kadecTBe 0603HavYeHus Ans:

# cepBepHON YacTV NPOrpaMMHOro NakeTa UCMOSb3YEeMOro B BbIMUCIUTENBHOM KOMIEKCE;

# ponu KomnoHeHTa, NGO 06bekTa B CTPYKTYPHO-PYHKUMOHAMBHON CXEME TEXHUYECKOrO PELLEHWS,

pa3BépTbIBAEMOro C UCNOMb30BaHNeEM poyTepa;

# KoMnblOTEpa, NPEdOCTABISIOLEr0 TE€ UMW MHbIE CEPBUCHI (CETEBbIE CNyXObl, crnybbl 06paboTk U

XpaHeHUsi aHHbIX 1 MpoYne);

TexHu4yeckoe peweHne — uvaed, MO0 OOKYMEHT, OnucbiBaloliMe Habop TEeXHUYeCcKnx Mmep u/unu
MEPONPUATUIA, HanpaBieHHbIX Ha peanu3aumnio KOHKPETHOW 3a4aun, AN BOMOLLEHNS KOTOPOW UCMONb3YHTCA
PYHKUMOHAMNbHbIE BO3MOXHOCTU UCMOSb3yeMbIX B JAHHOM PeLLEHUN KOMMOHEHTOB, CBA3aHHbIX MeXay cobov n
B3aMMOAEWCTBYIOLLUX APYr C ApYrom onpeaenéHHbiM obpasom;

BHewHun |IP-agpec — IP-agpec B ceTn WNHTepHeT, npeaoCTaBneHHbIi KOMMNaHWen-npoBanaepom ycnyr
CBSI31 B MONb30BaHWe KIMEHTY Ha CBoém/ero obopyaoBaHum Ans obecneyeHns BOSMOXHOCTU NPSIMON CBSA3U C
obopyaoBaHveM KnmMeHTa Yepes ceTb VIHTepHeT;

®duKcMpoBaHHbIN BHewHUN |IP-agpec — BHewHui IP-agpec, KOTOpbIA HE MOXET M3MEHWUTbCS HU Npu
Kakmx ycnosmsx (CMeHa Tuna obopydoBaHUs KNMeHTa M Ap.) unu cobbiTusax (MepenoakroyeHne K cetun
npoBaviaepa n Ap.); eQUHCTBEHHOW BO3MOXHOCTbIO CMEHUTb (OMKCUPOBaHHbIN IP-agpec sBnseTca obpalueHne
B chopme 3asABNeHUs K KOMNaHUu-npoBangepy;

AyTeHTUdMKauma — npoueaypa NpoBepKM MOASIMHHOCTM Nonb3oBaTens/knveHTal/ysna nyTéM cpaBHEHUS
NpeaoCTaBMeHHbIX UM HAa MOMEHT MOAKMHYEHNS PEKBU3UTOB C PEKBU3UTAMW, COOTHECEHHBIMU C YKa3aHHbIM
MMeHeM Mosb3oBaTens/norMHom B 6a3e A4aHHbIX;

Web-untepdeinic poyTtepa — CpeacTBO ynpaBneHus, BCTPOEHHOe B poyTep M obecneumBaroLlee
BO3MOXHOCTb KOHTPONMPOBaTb W HacTpamBaTb ero (OyHKUMWM, a Tak xe HabnwogaTb 3a COCTOSHMEM 3TMX
YHKUUA;

YaanéHHoe yCTPOMUCTBO (yAanéHHbIN y3en) — YCTPOWCTBO, TEpPPUTOPUAnbHO yaanéHHoe oT MecTa, nibo

06beKTa/y3na, OGCy)K,D,GEMOFO B KOHKPETHO B3ATOM KOHTEKCTE.
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2. Uncpopmauumna o6 yctponcrtsee

2.1. Ha3HaueHue

PoyTep sBnsieTtcss MHOronpoumbHbIM PaguoTEXHUYECKUM abOHEHTCKMM YCTPOMCTBOM, paboTaroum B
ceTax cotoBon cBssu GSM/UMTS. PoyTep no3BonsieT pewate 3agady No nepegade, nNpuémy, 3awimre

MHbopMaLIMK 1 NoaaepKKe KOMMbIOTEPHON CETU.

2.2. CraHpapTbl CBA3U

@ HSPA (ckopocTb: nepeaauu - oo 5.76 Méut/c, npuema - go 7.2 Méut/c);
# EDGE;

# GPRS;

# USSD;

# SMS;

[

Wi-Fi (onuunoHanbHO, C MOMOLLbIO BHELLHEro agantepa).

2.3. XapakTtepucTUKM annapaTHOMW 4YacTtu

Ta6nuua 2.1. OcHOBHbIE XapaKTepUCTUKK

Tun Xapakrepucrtuka

npotieccop ARM920T

AnHamnyeckoe O3Y 64 Mb

o6beM flash-namsaTtn 8 MB + BO3MOXHOCTb paclumpenust oo 2 '
pa3bem Ethernet 10/200M6uT, 100BASE-TX, MDI

pazbem COM RS232 (TX, RX, GND); RS485

pasbem USB UsSB 1.1
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2.4. CooTBeTCTBME CTaHOAapTam

Ta6bnuua 2.2. CtaHgapThl

CraHpapt

OnucaHue

$IEEE

Ethernet (IEEE 802.x)*

AnnapaTHas 4YacTb, obecneuymBatoLlas paboTy poyTepa B KOMMbIOTEPHbIX ceTax Ethernet
BbINOMHEHa B COOTBETCTBUM C pekoMeHdaumMsaMi MexayHapoaHoro ctaHgapTa IEEE 802.

=/

Electronic Industries Alliance

A

RS232 / RS485 (EIA-232 / EIA-485)*

WHTepdeiic, ncnonb3yemoln B poyTepax Ans nepegayn norb3oBaTenbCkuX AaHHbIX
pa3paboTaH B COOTBETCTBUM CO CcTaHaapToM RS232 / RS485, pekoMeHO0BaHHbIM
MexxayHapoaHon Accoumauumn OnekTpoHHou MNpoMbiwneHHocTy - EIA.

s
=0

usB*

UHTepdperic Universal Serial Bus (Tekywiasn Bepcus — USB 1.1) npeaHasHayveH npexae
BCEro ANns nogknoyeHus k poytepy USB-HakonuTens. OTo No3BonseT yBenmuntb obbem
cnyebHol MHopMaLIMK, PErMcTpMpyeMoii poyTepoM B npoLiecce paboTbl (CUCTEMHBIN
XypHan, Status and log & System Log). Tak ke MOXeT ObITb UCMONb30BaH A4S
pacLumpeHusi pyHKLMOHana poytepa nyTém noakntodeHust k USB-nopty agantepos USB-
Ethernet n USB-COM.

* pagmoTexHudeckas peanusauns nHtepdencos Ethernet, RS232 / RS485 n USB BbinonHeHa Ha OCHOBE MUKPOKOHTpornnepa

npoussoacTea Atmel (cepusa 9200)



2.5. ®u3nyeckue xapakrepucTUKu

Tabnuua 2.3. dranyeckme xapaKkTepucTUKn
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Tun

XapaKTepMcwu(a

MabapuTHble pa3mepbl kopnyca (6e3 yu4éTta pa3beMOB)

He 6onee 154x76x30 mm. (OxLLxB)

MabapuTHble pa3mepbl n3genust (C y4ETom pasbEMOB)

He 6onee 167x76x30 mm. (OxLLxB)

Bec napenus

He 6ornee 210 rp

[JunanasoH pabounx Temnepatyp

ot -30°C pgo +65°C

[Junana3soH Temnepatypbl XpaHeHus!

ot -40°C pgo +85°C

D,OI'IyCTVIMaFl BNaXXHOCTb

YCTPOWCTBO COXpaHseT cBOoK paboTocnocobHOCTb Npu
OTHOCUTENbLHON BraXkHOCTU He Bornee 80% npwu
Temnepatype 25°C

2.6. YcnoBusi xpaHeHUs1 U IKcnsyaTauum

yCTpOIZCTBO OOJDKHO XPaHUTCA B CyXOM, BnarosalimeéHHOM MecTe. [omnmkeH ObITb WUCKIMOYEH PUCK

BITMAHNA CTATU4E€CKOro HanpaxeHund (MOJ’IHI/I‘/'-l, OblTOBas CTaTl/IKa).

Knacc 3awwmTbl oT NnpoHnKHOBeHUs cooTBeTcTByeT IP20 TOCT 14254-96.

Honyctmasn Bnbpaums:

yCTpOIZCTBO MOXET COXPaHATb NMPOYHOCTHbIE XapaKTePUCTUKN npu BO34ENCTBUN MEXAHUYECKNX Harpys3ok,

COOTBETCTBYHOLWMX 15 CTeneHn XecTkocTn Ans cuHycougansHon Bubpaumm TOCT 30631-99: B annapatype,

pa60Tarou.|,e|7| Ha Xoay, yCTaHaBﬂI/IBaeMOIZ Ha TpakTopaxX W TryCeHU4HbIX MallkhHaxX WU BOOAHOM TpaHCNopTe

(6bICTp0XOﬂ,HbIe KaTtepa, cyaa Ha noABOAHbLIX KPbbAX U T.I'I.), a TakKkKe Ha TEXHOIorm4eckom O60pyﬂOBaHI/II/| n

CYXOMyTHOM TpaHcnopTe, ecnv YactoTa Bubpauum npesbiiaeT 80 Iu.

BI/I6pOI/I30.I'I$|LI,I/IOHH bleé 3y1eMeHTbl OTCYTCTBYIOT.

2.7. dneKkTpuU4eckue xapakTepUCTUKM

PaGouune xapakTepucTuKM aNeKTPONmUTaH1s:

# HanpspkeHve nuTaHus oT 8 Ao 30 B (MOCTOSAHHEIA TOK);

# Tok noTpebrneHus He Gonee:

# npuv HanpsbkeHU NuTaHnsa +12 B - 800MA,;

# npuv HanpsbkeHU NUTaHnsa +24 B - 400mA.

MakcumansHoe pabodee HanpsikeHne — 35 B (MOCTOAHHbIN TOK)
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2.8. Xapaktepuctukn GSM/3G-ycTponcrtBa

2.8.1. [Owana3oHbl 4YacToT

Tabnuua 2.4. InanasoH pabdo4ynx yactot GSM/3G-Moaynsa poytepa

Pexum paboTbl YacrtoTta(bl), MI'y
GPRS/EDGE 850/900/1800/1900
HSPA (3G) 850/1900/2100

2.9. Mepbl NpegoCTOPOXKHOCTH

OrpaHVNeva Ha 1NCnosb3oBaHUA yCTpOIZCTBa BONM3n OPYTrnxX aneKTpOHHbIX yCTpOVICTBZ

BblKNoYanTe poytep B OonbHMUAX WM BONU3M OT MeguuUMHCKOro oGopyaoBaHWs (Hanpumep:
KapaMOCTUMYIMSTOPOB, CrYXOBbIX annapatoB) — MOryT c€O34aBaTbCs MOMEXW Anst MeAULMHCKOro
obopynoBaHus;

BbIKITIOYaNTe poyTep B camorieTax; NpUMUTE Mepbl MPOTUB CIy4aiHOro BKMHOYEHWS;

BbIKNOYanTe poyTep BONM3M aBTO3anNpPaBOYHbLIX CTAHUWA, XUMWUYECKUX MPEanpusiTUiA, MecT
npoBeAeHUsl B3pbIBHbIX paboT. MoryT co3gaBaTbCcsl MOMEXN TEXHUYECKUM YCTPOWCTBAM; Ha GNU3KOM

pacCcToAHN MoaemM MOXeT co3aBaTb NOMEXU AIA TeneBn3opoB, pagnonpmemMHUKOB

Cne,u,yeT npenoxpaHATb poyTep oT BO34EMCTBUS MbiNn 1 BRaru.

Heobxogumo cobntogaTb 00MyCTUMbl€ HOPMbI NUTaHNA N BVI6paL|,VIVI B MeCTe yCTaHOBKMU yCTpOIZCTBa.

2.10. dyHKUMOHaNbHas cxema ycTpoucTBa

OcHOBHblE (PyHKUMOHarbHbIE y3nbl poyTepa (cM. puc. 2.1):

pasbem nNuMTaHus;
npeobpasoBaTernb HaMNpsXeHns;
GSM/3G-moaynb;

SMA-pa3beMm Ansi BHELWHEN aHTEHHbI,
MukpokoHTponnep (MK);

USB-A;

6nok niTepgencos RS232 n RS485;
Ethernet-nHtepdeic;

aepxarenb SIM-kapThbl 1,

aepxarenb SIM-kapThbl 2;

OnoK HanKaumum pa6OTbI — cBeToanoabl.



Puc. 2.1. dyHkumoHanbHasa cxema poytepa RUH2b

iR
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l
p| SMA-Da3LEM |g— ! AHTEHHA
PoyTtep
Y
g:m; GSM/3G- » Ethernet-
MoAynb nHTepdenc
‘ I
g
Baipk MK USB-A
vHOovKaumm [ -
- ﬁ
Flash
RS232 | R5485 RTC
1‘ RAM
MNpeobpa3zoeatens Pastém
HaNpPsHeHUs [ NUTaHUsA

10



Wireless solutions
for M2M world

3. BHewHnn Bua n uHtepdencsl

3.1. BHewHun BUA

3.1.1. Pa3beMbl U BHELLHMe 3NeMeHTbl

PoyTep MCNOJTHEH B NPOMBbILLUITEHHOM BapuaHTe - Npo4YHOM U NErkKom nNnacTuKoBOM Kopnyce.

3 5
4
2 |

| e €

COM RST

SIM 2

Puc. 3.1. Bug co cTopoHbl SIM-kapT

Ha pucyHke 3.1 undpamm 0603Ha4EHO:
1. notok SIM-kapTbl Ne2;
KHOMKa nssreyeHuns notka SIM-kapTbl Nel;
notok SIM-kapTbl Nel;
KHOMKa nsBreyeHuns notka SIM-kapTbl Ne2;

nHTepdencHeln pasbém DB-9 (RS232 n RS485);

S T A

KHOMKa cBpoca HacTpoek;

11



Puc. 3.2. Bug co CTOPOHbI aHTEHHOro pasbema

Ha pucyHke 3.2 undpamm 0603Ha4EHO:
7. ceTeBov pa3bém Ethernet;
8. yHuBepcarnbHbI pasbém USB Host;
9. aHTeHHbIN pazbeéM SMA, nogkntoveHnss GSM-aHTEHHbI;

10. pa3bém nutaHua 6P6C.

i B
Wireless solutions
for M2M world
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Puc. 3.3. Bug cBepxy (MHOUKauus poyTepa)
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3.1.2.

Unaukauusa poyTtepa
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MHavkauma poyTepa pacrofioxeHa B BepxHel yacTu kopryca (cMm. puc. 3.3). PasbsCHeHMs 3HauYeHui

CuUrHanoB n UBeTOB MHOMKATOPOB NnpuBeaEHbl B Tabnmue 3.1. B nepBon KOJTOHKE A=A KaXaoro MHaounkatopa

npnBOANTCA Ha3BaHME N KpaTKoe onncaHme ero HasHa4deHune.

Tabnuua 3.1. PaclumndpoBka nHgmkaumm poyrepa

BHelHaAa nHankaumusa poytepos RUH2b

LiBer . . y
3enéHbin Xéentbin KpacHbin He ropurt
OnucaHue
POWER nuTaHue
HET NUTaHWS
UTaHMe NOAKIMIOYEHO
ETHERNET ceTeBow kabenb ceTeBoW kabenb
nepegaya gaHHbIX
aKTMBHOCTL Ethernet-nopta LOHKIIOCH ORI
CONNECT 3G 2G 2G coeauHeHne He
pexnmM GSM-moayns (HSPA/UMTS) (EDGE) (GPRS) YCTaHOBIEHO
SIGNAL
CSQ 20...31 CSQ 10...19 CSQ0...9 GSM-Mofynb OTKMYEH

YpPOBEHb BXOOHOIO CUrHana

BUSY

3arpyska ycTpoiicTea *

3arpyska unu

obHoBneHue MO

YCTpOMCTBO paGoTaet

NN BbIKIKOYEHO

SIM1

akTMBHOCTb SIM-kapTbl Nel

BbibpaHa SIM1

SIM1 He ncnonb3yetcs

SIM 2

aKkTMBHOCTb SIM-kapTbl Ne2

BbibpaHa SIM2

SIM2 He ncnonb3yercs

* — Mo 3arpyskonm MOHMMAaeTCsi MpOLEecC MOAroTOBKM OMepauMoHHOW CUCTEMbl poyTepa M BCTpoeHHoro B Hero MO k paborte.

MakcumanbHoe BpeMsi 3arpysku He JOJKHO NpeBbIWaTh 2-3 MUHYT.

13
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3.1.3. PacwudpoBKa 3TUKETKM YCTPOUCTBA

iR&

CEPHIHEIA HOMEP

3ABOOCKOW IP-ALQPEC
NOTWH

NAPONE

MAC-AQPEC

BEPCHA YCTPORCTEA
HAMPAMKEHWE NATAHWA
TOK NOTPEBNEHWA

-

| WORY ORPE VA WY 0L O OMEC AR RN AN O
RUH2b 3G Router

QC1

123456789012345

=IP: 192.168.1.1

= Login: root
= Password: root
01:23:45:67:89:AB

= MALC :
—HW Ver.: Al
~ Supply Veoltage: 8-30 V DC

.,

I
= Supply current: BOO mA @ 12 Vv, 400 mA & 24 V Made by iRZ

A

Puc. 3.4. 3tukeTka nsgenus
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3.2. WHTepdencol

3.2.1.

MuTtaHune
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MutaHne poytepa IRZ RUH2b pomxHO ocyllecTBnsaTbCA OT cTabunumavpoBaHHOro 6rioka nuTaHus C

NOCTOSAHHbLIM Harnpsi>XeHMeMm Ha Bbixode B AnanasoHe 8-30 BonbT 1 MakcMmarnbHbIM TOKOM HE MEHee:

# 800 MA npu HanpskeHUW NuTaHus +12 B;

# 400 MA npuv HanpsKeHUW NUTaHus +24 B.

B kavecTBe pazbéma NUTaHUsA MCNomb3yeTcsa CTaHdapTHbIN pasbeM 6P6C («RJ-25»). OnncaHue BbIBOAOB

pa3béMa npeacraBneHo B Tabnuue 3.2.

—_

3 4
2

Puc. 3.5. Pasbem nutanusa

Tabnuua 3.2. HasHa4yeHne BbIBOOOB pa3beéMa NUTaHMS

KoHTakT CurHan HasHa4yenue

MonoxutenbHbI NONOC MOCTOAHHOTO HaMNpshkeHne NuTaHus. 3alumileH

1 + U nuT. npeaoxpaHUTenem 1 CXeMow 3aLuThl OT NepeHanpsbkeHnii (Npu nogaye Ha BXO4,
HanpsxeHus 6onee 30B) u HenpaBUNbHOM NOMSAPHOCTH

2 He ncnonb3yercs -

3 He ncnonb3yeTcs -

4 He ncnonb3yercs -

5 He ncnonb3yeTcs -

6 GND Kopnyc cuctembl (OTpuLaTenbHbIv MOMOC « — »)

15
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3.2.2. TMocnepoBaTtenbHbIn nopT (COM-nopT, pazbem DB-9)

lNocnepoBaTenbHbIN nopT onpeagendeTt d)yHKLI,MOHaﬂ poyTepa M No3BOJIAET pewaTb 3agayn TenemMmeTpum n
TenemexaHukn. OH MoXxeT ObITb UCNOMNb30BaH AnNS:
[ ] cGopa OaHHbIX WK ynpaeneHusa 060pyﬂ,OBaHI/IeM no cetn cpeacrBaMmm AOMOJIHUTENTbHOIO

nporpammHoro obecneyeHus;
# coeavHeHusa AByx yAanéHHbIx ycTpoicte ¢ COM-uHTepdeiicammu Yepes ceTb Internet.

B poytepe RUH2b peanu3oBaHo gBa nocrnegoBaTtenbHbIX NopTa, B BUAe MHTepdericoB RS232 n RS485.
Ona nogknoyeHns COM-nopToB wucnonb3yetcsd pa3bém DB-9 (puc. 3.6), HasHadeHue ero BbIBOAOB

npeacTtaeneHo B Tabn. 3.3.

MpumeyvaHme: C nomoLibio BHeLWHMX NpeobpasoBaTenei MoXeT GbiTb MomnyyeHa CBA3b C BHELUHUMM
ycTponcTBamu no nHtepdency RS422, CAN

BHUMAHME! Mopakniouats ycTpoicTBa K nocrenosaTenbHOMY MOPTYy poyTepa paspeluaeTcsl TOMbKO
koraa oba yCTPONCTBA HAXOAATCA B BbIKIMOYEHHOM COCTOSIHWN

Puc. 3.6. UHTepdencHbIN pasbém

Tabnuua 3.3. HazHadeHue BbIBOOOB MHTEPdENCHOMO pa3béma

BbiBOn CurHan HanpaBneHue HasHauyeHune
1 He ncnonb3yercs - -
2 RS232 - RXD Device — Router MpuemM gaHHbIX
3 RS232 - TXD Router — Device Mepenaya gaHHbIX
4 RS485 - B Router «» Device JIuHua B
5 GND obwnin Kopnyc cuctemsbl
6 He ncnonb3yeTcst - -
7 He ncnonb3yeTcst - -
8 RS232 - Power Router — Device MuTaHne BHeLWHero nHTepdgenca
9 RS485 - A Router «» Device JvHng A
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3.2.3. WHTepdpenc Ethernet

UHTepdenc Ethernet BbINOMHEH C MCNoONb3oBaHWEM cTaHAapTHoro pasbéma 8P8C («RJ-45»). OnucaHne

BbIBOJIOB pa3bEéma npeacrasneHo B Tabnuue 3.4.

Puc. 3.7. Ethernet-pasbem

Tabnuua 3.4. HasnadeHune BbiBogoB Ethernet-pastéma

KoHTakT CwurHan HanpaBneHue HasHauveHue

1 ETX P Router —» PC Mepenaya, NONOXUTENbHbIN NOMOC
2 ETX N Router —» PC Mepenaya, oTpuUaTenebHbIN NOMOC
3 ERX P PC — Router Mpuem, NoNoXnUTenbHbIN NOMC
4 He ucrnonb3yeTcs - -

5 He ucrnonb3yeTcs - -

6 ERX N PC — Router Mpuem, oTpyuaTenbHbIA NOMOC

7 He ucrnonb3yeTcs - -

8 He ncnonb3yercs - -
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3.2.4. USB-uHTepdeic

USB-uHTepdeiic BINOMHEH C UCNONb3oBaHNeM cTaHdapTHoOro pasbéma USB-A «female», un paGoTaeTt B
COOTBETCTBUM CO creundmkaumein ctaHgapta USB 1.1. OnucaHve BbIBOAOB pasbéma npeacTaBlieHo B

Tabnuue 3.5.

3 2
4 1

-~~~

Puc. 3.8. YHuBepcanbHbIn pazbem

Ta6nuua 3.5. HazHayeHve BbIBOOB YHBEPCANbHOro pasbéma

KoHTakT CurHan HasHauyeHune
+
1 VBUS S BOTbT N
AN NUTaHns NnepudgepuinHbIX YCTPONCTB
2 D- auddepeHumnaneHbIN cUrHan gaHHbIX
3 D+ auddepeHumnaneHbIN cUrHan gaHHbIX

Lienb «kopnyca»

4 GND . .
ANsi IUTaHUs NepucepUnHBIX YCTPOICTB

3.2.5. AHTeHHbIN pa3béMm SMA, GSM/3G-aHTeHHa

[N noaknioyeHnsl aHTEHHbI HA poyTepe NpeaycMoTpeH pasbém Tuna SMA.

Mpu BbIGOpEe aHTEHHbI, Npexae Bcero, cnenyet obpaTtuTb BHMUMAaHWE HA MO3WLMK, OPUEHTUPOBAHHbIE AN
paboTbl B cetn UMTS, T.k. poyTep RUH2b pa3pabotaH npexgae Bcero ans pabotel B cetsix UMTS. Mogenu
OPYIMX aHTEeHH, Takke obecneyar HopManbHyt0 paboTy B CETAX OMNepaTopoB COTOBOW CBSA3W, HO HE CMOryT
obecneunTb MOMHOLIEHHOE UCMNonb3oBaHMe yHKLMOHana poyTepa, U KaHanbl CBA3W OyayT orpaHuWYeHbl Mo
CKOpOCTH.

OOHMM M3 BaHbIX MOMEHTOB, BIMSIIOLLUMX Ha Ka4vecTBO paboTbl BbIYUCIIMTENBLHOIO KOMMMEKca,
NMOCTPOEHHOro Ha Gasze GSM-poyTepoB, ABNSAETCA MPOLECC MOLKMHOYEHUSA aHTEHHbI K yCTponcTBy. [lepen
NOAKIMOYEHNEM aHTEHHbI PEKOMEHOYETCSA YCTAHOBUTL/MPOBEPUTL CrieayloLine napaMmeTpbi:

# KayecTBO UCMOMNHEeHUs pasbéma aHTEeHHoOro kabens;
[ AnvHa kabens n YYBCTBUTEJIbHOCTb aHTEHHbI,

# HasHayeHve aHTeHHbl (HanpuMep, MiNiGSM-aHTeHHbl He Bcerda noaovayT AN pelleHus 3adad,

TPebyoLMX LUMPOKYIO MPOMYCKHYK CMNOCOBHOCTb KaHana).
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Puc. 3.9. SMA-pa3beM 1 aHTeHHbI

Ons ynpowlieHuna npouecca onpeneneHnda ka4ecrtesa CBA3N B Tabnuue 3.6 npmnBegeHa npmMepHaa oueHKa

ypoBHs GSM/3G-curHana.

NMpumeyeHMe: He pekomeHOyeTCs MCMONb30BaTh CIMILKOM [ASIMHHBIA  @HTEHHbIM  Kabenb. [Mpu
ncnonb3oBaHun kabens RG-58U crnegyeT yunTbiBaTbh KO3A(HOUUMEHT 3aTyxXxaHUsA curHana B HEM, U3 pacyéta
~1 dB Ha meTp

Tabnuua 3.6. [pagaumm ypoBHS curHana

YDOBeHb CUrHana
OnpepgeneHue kayectBa GSM-curHana
dBm CSQ
-113 ... -83 0..15 HW3KWI (CBA3b HE rapaHTMpoBaHa)
-81 ... -67 16 ... 22 cpeaHun
-65 ... -51 23...31 XopoLunii (YyBEPEHHbIN NPUEM)

HanomunHaHue: Ecnin npun aKkcnnyatauum yposeHb CUrHana HU3KMIA, MO0 BO3HUKAIOT I'Ip06ﬂeMbI Cco
CBA3blO, TO CcrieayeT 06paTI/ITbC$-| K JOKYMEHTY «[unarHoctuka n metogbl yCTpaHEeHUA HeMCﬂpaBHOCTeVI>>
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4. MoproToBKa K paboTe

4.1. MNopkntoyeHue SIM-KapTbl

[ns obecrieyeHnss BOSMOXHOCTU NMOAKMIOYEHMs1 poyTepa K VIHTepHeT Yyepes COTOBYIO CBA3b NoHanoGuTcs

SIM-kapTa, npu HeobxogmmocTu copocbTe PIN-kog,.

Ons obecneyeHnss BO3MOXKHOCTU MOAKMIOYEHUSI poyTepa K CeTU MHTepHeT uepes COTOBYH CBA3b

Heo6X0ANMO BbINOMHUTL cnenywouine DEencCTBus:

1. BblHbTE MOTOK U3 YCTPOMCTBA, HAXaB Ha COOTBETCTBYIOLLYIO KHOMKY;

2. TlonHOCTbIO U3BMEKUTE NOTOK, NMOTSAHYB ero Ha cebs;

3. [Nomectute SIM-KapTy B NOTOK;
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4. BctaBbTe noTtok ¢ SIM-kapTon B cnoT agns SIM Nel (npopesb Ha Topue poyTepa).

I'Ipvl HeobxoamnmocTn pe3epBnpoBaHNA MHTepHeT-COG,D,I/IHeHVIFl, noBTOPUTE BCE DEencTBms co BTOp0I7I

SIM-kapTon n nomecTuTe €€ B fIoTke B cnot Ans SIM Ne2.,

NMpumeyaHune: Ecnu BbikmodeHne nposepku PIN-koga Ha SIM-kapTe HexenatenbHo — obpartuTech K
pa3geny HacTpoek MIHTepHeT-coeguHeHusl B JOKyMeHTe «OnvcaHne CpefcTB ynpaBrneHus poyTepom iRZ»

NMpumeyaHune: Ecnn nposepka PIN-koga SIM-kapTbl He 6bina BbIKMOYEHa CBOEBPEMEHHO 3TO Bceraa
MOXHO cpenaTtb 4epe3 web-uHTepdenc poytepa. Onsa atoro obpatuteck k pasgeny «Disable PIN»
OokymeHTa «OnucaHvne cpencTs ynpasneHus poytepoM iRZ»

BHUMAHME! Creayer nomMHuTh, 4TO NOTOK, nomellaemMblii B cnot Ans SIM-kapTel Nel fgorkeH 6bITb
nepeBEpHyT Tak, YToObl KOHTaKTHas nnowagka SIM-kapTel cMoTpena BHM3. O6paTHOe npaBuio OencTByeT
ans cnota BTopoun SIM-kapTbl: Npu yctaHoBke SIM-kapTa JormkHa CMOTPeTb KOHTaKTHOW MIoLLaiKon BBEPX.
HecobntogeHne aToro npaesuna MoOXeT NPMBECTU K nopye crnoTta SIM-kapTbl 1 noTka
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4.2. [ocTtyn K yCTPOUCTBY

,D,OCTyI'I K yCTpOIZCTBy MOXHO OCYLLEeCTBUTb y/J,aJ'IéHHO (qepea MHTepHeT, nocrne Toro Kak poyrtep yCtaHOBUT

cBaA3b No GPRS/EDGE/3G) u nokanbHo (ucnomnb3yetca kabenb Ethernet), coeguHyB Hanpsmyko poyTtep C

KOMMbKTEPOM.
) ]
|
cogduHEHWE '\-Il;_?p[:;i
I I | cross-over CAT 5e kabene - )
Mo TEXHONOMN noﬂ'}t’eﬂ”HEHHe h
Ethemet 100BASE-TX Slo-EHTEHHE
-} P ' -} -
o
Komnbiotep (TepmuHan) Poytep AHTEHHa

Puc. 4.1. briok-cxema paboTbl ycTpoicTea
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4.2.1. AocTtyn Kk web-untepdency

[nsa nonyyeHus gocTtyna k web-nHtepdency poyTtepa Tpebyetcst nobon ctangapTHel MIHTepHeT-0pay3aep,
nogaepxusatrownin HTTP 1.0, Hanpumep, Opera, Firefox, IE, Chrome.

OTkponTe Opay3ep 1 BbINOMHUTE CriegyroLme warmn:

1. Beegute IP-agpec poyTtepa B agpecHyto CTpoky bpayaepa;

Jkcnpecc-naHenks - Opera

m BB ZKcApecc-NaHenk 1 +

) http:/i192.168.1.1

MpumeyaHme: IP-agpec goctyna K HacTpoiikam poyTepa, UCMosb3yeMbIi Mo YMOMYaHu o, ykasaH Ha
HaKnerke Ha HXXHEN CTOPOHE Kopnyca poyTtepa.

Ecnu poyTep BKNIOYEH, TO JOMKHA NOABUTLCA CTpaHULLa NPUBETCTBUS.

CTpaHvua npuBETCTBUS COAEPXMT KpaTKyld WMHAOPMAaLMIO O COCTOSIHUM YCTPOMCTBA M CETU: MMS
ycTtponctea (UNIT NAME), BpeMa paboTbl yCTpOWCTBa Mocre BKIYeHMs (uptime), HasBaHue oneparopa
cotoBou cBA3u, TMN GSM-cBsa3u, ypoBeHb GSM-curHana, IP-agpec, CKOpOCTb COeAMHEHUSs, KONMM4ecTBO

nepegaHHoOn 1 NoNyyYeHHoW MHopMauun 1 Tak fanee

2. BBepguTe norvH v napons;

¥ nNoxanyicra, aBropvayiFtecs

Cepeep: & 192.168.1.1

CoofuLeHHE IRZ-RUHZb-ROUTER

IMA NoNB30EaTENA: | roak j
Maponk: I"u

Mapone By 48T NEpEASH HEZAWHBPOESHHEM
¥ {CoxpannTe napons: OTMPaEHTE | OTMEHS |

Ecnu noruH n napornb BeprIVI, TO OTKpbiBaeTCA AO0CTyn K OCHOBHOMY MHTepcbeVlcy ynpaslieHus

YCTPONCTBOM.

MpumeyvaHune: Ecnu Bbl 3a6bi1 Naporb O U3MEHEHNst HACTPOEK, MOXHO BEPHYTb POYTEP K 3aBOACKAM
HacTpolikam C CTaH4apTHbLIM NTIOrMHOM 1 naponem (cMm. pasaen 4.2.3 «Bo3Bpar kK 3aBoACKAM HacTporkam»
[AaHHOro pyKOBOACTBA).
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4.2.2. WuTepHeT coeauHeHue no 3G/GSM-kaHany

[ns nogknoyeHns poyTtepa k cetu VIHTepHeT TpebyeTcs:

W 3G-aHTeHHa, pa3bEéM aHTeHHoro kabens SMA;

# SIM-kapTa c nakeTom JocTyna K VIHTepHET, a Takke OKYMEHTaLMs Mo HacTpoikaMm;

# JloTtok SIM-kapTbl (MOCTaBNSETCA C POYTEPOM).

MpumeyvaHune: Ecnu nnanmpyeTcsa nogknodeHne poytepa k MHTepHeT Yepes Ethernet-pasbém, To MoxeT
notpeboBaTtbcsa kabenb (kenatensHo CAT 5e) ans coeguHeHust ycTponcTea ¢ 00opygoBaHUeEM npoBangepa

PekomeHaauuns: Bo nsbexaHne HEOXWIaHHON NOTEPU CBSA3M C POYTEPOM MO MPUUMHE OBHYNeHMs
©anaHca HeobX0AUMO 3aKM4YUTb KOPrNopaTMBHbLIM LOroBOP C ONepaTOpPOM COTOBOW CBSI3W C NOCTOMNNaTHOM
CUCTEMOW pacyETOB

[nsa Toro 4ToObl poyTep NOAKMIOYMIICA K ceTU VIHTEpHET A0CTaTOYHO BLINOMHUTL Psig AEACTBUNA:
1. Tlomectute SIM-kapTy B notok Ana SIM-kapT;

MomecTtuTe notok B cnot ansa SIM-kapT (Mpopes3b Ha TopLe poyTepa);

MoaknounTe aHTEHHY;

Bkrounte nutaHne ycTponcTBea;

a M 0D

MopoxauTe OT 2-X A0 5-TU MUHYT.

Mocne atoro poyTep AOmKeH NoAknouuTbcs K ceTn WMHTepHeT. [Ons nomnyyeHnus goctyna B WHTepHeT
coeguHUTE KOMMbOTEpP C poyTepoM 4epe3 Ethernet-uHtepdpeiic (IP-agpec GyaeT BbigaH aBTOMaTMYeCKU Mo
DHCP).

4.3. Bo3BparT K 3aBOACKMM HacTponKkam

[lns Bo3BpaTa 3aBOACKMX HACTPOeK HeoBX0AMMO NpoaenaTh CreayoLLyo NpoLeaypy:

OTkntounte nuTaHue (poytep LOMKEH ObITb BbIKIIOYEH);
MogkntoumTe NUTaHKe, BKITIOUUTE poyTep;
3axmMuTe N gepxute HaxaTon KHomKy «RST» (Ha pucyHke 3.1 ob6o3Ha4veHa Lumdpon «6x»);

B TeueHue 25 cekyHf, ceetoauoq «BUSY» gomkeH MoprHyTb 3 pasa;

a M 0D e

370 03HAYaET, YTO HACTPOMKU M3MEHEHBI Y MOXHO OTMYCTUTb KHOMKY «RST».

Mocne aToro, Ha poyTep GyayT ycTaHOBMEHbI 3aBoAcCkue HacTporiku. Obpatute BHUMaHue, 4To |P-agpec

poyTepa B 3TOM crniydae — 192.168.1.1
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4.4. MoHTax ycTpomncTBa

PoyTtep RUH2b nmeeT B HWXHEN YacTu Kopnyca cneumasnbHble nasbl, MO3TOMY OH KpenuTcsa Ha DIN-peliky

6e3 KaKMX-NMbo AOMONMHUTENbHBIA MPUCTIOCOONEHNIA:

1. BosbmuTe poyTep 1 NPOCTO 3allieNkHUTE HKHE ero YacTbio Ha DIN-peitky;

[ns MOHTaa Ha CTeHe, B HWKHEW 4acTu poyTepa eCTb cneuunaribHble OTBEepCTUA Ond erl'lﬂeHVIVI.
PaccrosiHne Mexay oOTBepCTuaMm CoCTaBnAeT 90 mMm. I'Ipe,qnonaraeTc;l KaK TOpu30OHTalIbHOE, TaK WU

BepPTUKalibHOE KpenreHue.
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Y J o y
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ana KkpenneHua AnAa KpenneHua

Puc. 4.2. YCTaHOBOYHbIN YepTex
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Ha poytepe RUH2b npumensitotca HardFix-kpenneHnus, ons HagexHoro yaepaHus yctponctsa Ha DIN-

penke.

YctaHoBka Ha DIN-perky

CHsATne c DIN-penkn
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3auennTte poyTep BEPXHUMU KpenexXHbIMU
anemMeHTamu 3a oauH kpaun DIN-penku;
MoTaHWTe poyTep, YTOObI CxaTb BEPXHUE
KpenexHble 3r1IeMeHThI;

3awenkHute Ha DIN-peike HXKHUIA KPeNeXHbIN

QNIEMEHT;

. MNoTanute poyTep no HanpaBleHNU K aHTEHHOMY

. B MOMeHT cxaTus BEPXHUX 3JTIEMEHTOB,

. anee npocTo cHUMUTE poyTep;

pa3bemy, 4YTObbI CXaTb BEpXHUNE KpenexHble

AJNIEMEHTHI,

oTwenkHuTe oT DIN-penkn HUXKHIO YacTb

poyTepa;
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anI MOHTaXe poyTepa Ha CTeHy Bbl MOXETEe WCMNOoJib30BaTb cneuunarnbHyr Hakrnagky, npmeeneHHyr
CBepXxy. I'Ipep,BapMTeano pacne4dyaTtaB U Bbipe3aB PUCYHOK, Bbl CMOXeETe 6bICTpO onpenenntb pacctoaHne ana

OTBepCTMVI, 0e3 KakMx-nnbo AonoNHUTENbHbIX I/I3MepeHVII7I.

BHumaHume: an/IHTepr MOryT UCKaXXaTb HaCTodALlMe pa3Mepbl Npun nedvartu. MNocne pacnevyaTkn CTpaHuubl,
y6e,EI,VITer YTO NpuBeeHHad LWKana B pUCyHKe (pasmep YKa3aH B CaHTMMeTan), coBnagaet C peaan0|7|.
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4.5. ®PyHKUMOHanN NnporpamMMHOro obecne4yeHus

Tabnuua 4.1. OnucaHue dyHKUMOHanNa poyTepa

HassaHue KpaTkoe onucaHue

Pa3bsicHeHWe Ha3Ha4YeHus 1 npunHUnna pa60'rb|

OCHOBHbIE hYHKLIMK

OpenVPN CpencTBo opraHM3auun 3aLLmLLEHHON CeTH

Cnyx6a OpenVPN sBnseTcs 04HOM U3 OCHOBHbIX CYXO,
onpegensowmx dyHKumMoHan poyTtepa iRZ. Cnyx6a
OpenVPN MHororpaHHa 1 ee HacTpoKrka 3aBUCUT OT
KOHKPETHOro crnyyas npuMeHeHusi. KnovesbiMu

BO3MOXXHOCTAMU ABIAKOTCA:

i BO3MOXHOCTb  OpraHu3auuM 3allMLEHHOrO  KaHana
JaHHbIX

# o6beauHeHne MHOXeCTBa reorpaguyecku
pa3HEeCEHHbIX TOYEK B  €OMHOM  BUPTyanbHOM
npocTpaHcTBe (BUpTyarnbHas IP-ceTb)

i cokpallleHne 3aTpaT Ha BHelHue |P-afgpeca 3a CYET
CMEeHbI POMnM Y3r0B Ha MOMEHT MOAKIMHYEHUsT (KIUEHT-

cepsep)

2 SIM PesepBurpoBaHue SIM-kapThbl

3awumiiaet ot notepu ceBA3N C 0OBEKTOM 33 CYET

aBTOMaTUYeCKOro nepexoaa Ha BTopyko SIM-kapTy

Serial Port Ob6paboTka gaHHbIXx COM-nopTa

OGecneunBaeT 1 KOHTPONMPYeT paboTy C AaHHbIMM,
npoxoasawmmm yepes COM-nopT. OnpegensieT OCHOBHON
dyHKUMOHan poyTepa 6narogapsi BO3MOXHOCTU
opraHv3aumm Npo3paYyHoro kaHana CBA3N Mexay
NOAKMHOYEHHBIM YCTPOWCTBOM U YAANEHHBIM OOBEKTOM

(ancnetyepckor, NGO OpyrMM yCTPOMCTBOM)

PasBepThbiBaHWE 1 3aLLMTa CETU

IPSec 3awwmTta nepegaBaemMoi MHdoOpMauum

BbicokoHaaéxHoe cpeacTBO 3aLUMTbI MHCbopMaLMK, YacTo
ncnonb3yemoe B GaHKOBCKUX KOMMYHMKaLmMax MossonseT
co34aTh CBSA3b TOUKa-TOUKA MeXay OByMS yanamu, v
0OOHOBPEMEHHO 0GLEANHUTL pasHEeCEHHbIE B

NpOCTpaHCTBE NOACETH.

Firewall BcTpoeHHbIN ceTeBon akpaH

CeTeBol 3KpaH SBNSETCH OQHUM U3 FMaBHbIX
KOMMOHEHTOB Mto6Oro CeTEBOro NOrpaHU4HOIo
ycTponctea. ObecneunBaeT 3almTy OT NPOHUKHOBEHUS BO
BHYTPEHHEE CETeBOE NPOCTPAHCTBO, K KOTOPOMY
noakMtouéH poyTep. Tak ke MOXeT pellaTb 3ajauu,

nogo6Hble nepeHanpasneHuto nopToB (port forwarding)
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Tabnuua 4.1. OnucaHune dyHKUMOHanNa poyTepa (MPoAoIIKeHNE)

HasBaHue KpaTkoe onucaHue Pa3bsicHeHWe HasHa4eHUsi U NpUHUUNAa paboTbl
GRE TyHHenMpoBaHWe JaHHbIX MO CXeMe Todka-Touka | CpeacTBo opraHm3alum BUPTYanbHOro kaHana CBsAam
Mexay ABymsl yanamu B IP-cetn. MoxeT ObiTb
MCNOrb30BaHO Anst 06beAUHEHUS CETEN.
DHCP Cnyx6a npegocTasneHus IP-agpecos O6ecneynBaeT U KOHTPONMPYET aipecHoe NPOCTPaHCTBO

CeTU, K KOTOPOM NOAKIYEH poyTep.

Port Forwarding

Mpobpoc TCP/UDP-nopToB

lMo3BoNseT yCcTaHOBUTL CBA3b C YCTPOMCTBAMMU,
Haxo4sALMMMCA BO BHYTpPEHHeN IP-ceTu, K KoTopoi
NOAKIMIOYEH poyTep NYTEM nepeHanpaBneHust Tpaduka ¢
BHELUHero uHtepenca Ha 3agaHHbI U3HaYanbHO

BHYTPEHHUIA y3er.

Static Routes

CraTuyeckas MapLupyTM3aums

3anomuHaet YKa3aHHble Nofib30BaTeNAM MapLUpyThbl K

noacetu, NnGo yany.

PesepBrpoBaHue 1 c60eycTon4mBoCTb

Watchdog

CropoxeBon Taimep

[NocTosiHHO KOHTPONMpyeT COCTOoAHNE OﬂepaLlMOHHOﬁ
CUCTEeMbI Ha npegMeT 3aBnUCaHuA. (DyHKLlVIFl akTyanbHa B
peLwweHnAax ¢ NoBbIlEeHHbIM Tpe6OBaHVIeM K

c6oeycToN4MBOCTU

Reserve Link

PesepBupoBaHue VHTepHeT-kaHana

[No3BonsieT ucnonb3osatb GSM-coeanHeHne B Ka4ecTBe
pe3epBHOro KaHana npu oTCyTCTBMN NPOBOAHOIO

NOoAOKNK4YeHnA K MHTepHeT.

USB-LAN

OononHutenbHebin Ethernet-nHtepderic no USB

Ob6ecneyrBaeT BO3MOXHOCTb UCMOSb30BaTh
USB-uHTepdelic B kadecTBe ceTeBoro (Ethernet)
nHTepderica. MoxeT ObITb BKMIOYEH B KCNyaTaLuto

dyHkumen Reserve Link.

Alias

BupTyansHbii IP-agpec Ha ocHoBHOM Ethernet

[No3BonsaeT ncnonb3oBaTb Ha O4HOM d)VISW—IECKOM

Ethernet-uHtepdelice BTopon IP-agpec.

Daily Reboot

ExxegHeBHas nepe3arpyska

MoxxeT 6bITb MCMONb30BaHa AMsl eXXeQHEBHO
nepesarpysku poytepa. MicnonbayeTcsi B kauyecTBe
NMPEBEHTUBHOWN Mepbl NPefoTBPaLLEHUs 3aBUCaAHUS

yCTpoOWCTBa.

Backup/Restore

CoxpaHeHue / BoccTaHOBIEHWe KOHUrypaumm

O6ecneynBaeT COXpaHHOCTb BCEX HACTPOEK YCTPOMCTBa
1 NO3BONSIET KX BOCCTAaHaBNMBATL Ha 3TOM, NUGO ApyrMx

yCTpoWcTBax.
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Tabnuua 4.1. OnucaHune dyHKUMOHanNa poyTepa (MPoAoIIKeHNE)

HasBaHue

KpaTtkoe onucaHue

Pa3bsicHeHWe Ha3Ha4YeHus n npunHUMna pa60'rb|

VRRP

PesepBMpOBaHme OCHOBHOI'O LUJI03a CETU

MpoTtokon VRRP paspaboTaH ans o6ecneveHus
BO3MOXHOCTV NoaaepxmBaTb paboTocnocobHOCTb ceTn
3a CYET MCNOSb30BaHUS HECKOSbKMUX B3aNMO3aMEHSIIOLLINX

Zpyr Apyra poyTepoB B Cly4ae 0Tka3a O4HOMo U3 HUX

YnpaeneHue, o6cnyxMBaHue 1 AnarHocTmka

Web-uHTtepdeiic

YpanéHHbli goctyn Kk web-uHtepdericy

OCHOBHOE CpeacTBO YNpaBrieHNsl, HACTPOVKY U

MOHUTOPUHIa COCTOAHUA poyTepa

Telnet

YAanéHHbIA AOCTYM K KOHCONU

MpenocTaBnseT Nonb3oBaTerto BO3MOXHOCTb
yNpaeneH1si poyTepoM C NMOMOLLbIO KOMaHz Linux.
Wcnonb3oBaHWe KOHCOMU yrpaBrieHnsl 3Ha4unTENbHO

pacLumpsieT BO3MOXHOCTU yNpaBneHusi pOyTEPOM.

MpuMeyaHue: co CNUCKOM OOCTYMHbIX KOMaHA,
MOXHO 03HaKOMUTbCA B AOKyMeHTe «Cpeactsa
ynpaBrieHus: poyTepom iRZ»

SSH

3alNIEHHBIN yAaNEHHbIA JOCTYM K KOHCOMNU

AHarnor Telnet, Becb BBOA 1 BbIBOA MHGOPMaLIUM

ocyulecTBnideTcsd no 33LIJ,I/ILLI,éHHOMy KaHany

SNMP

MOHVITOpI/IHF COCTOAHMA MO CeTn

CneLuan1anpoBaHHbIA NMPOTOKON YrpaBneHus 1
MOHUTOPUHIa COCTOSIHUSI CETEBbIX YCTPOWCTB. B TekyLue
BEpcuK NO3BONSET TOMNMbKO HabnoaaTk 3a CTaTycoM U
COCTOsIHMEM MHTEP(ENCOB, a Tak xe nony4artb

JONOMHUTENBHYI0 MHGOPMaLIMo 06 ycTpoiicTee

Send Report

"eHepupoBaHWe Bcer 0TNago4HoOn nHopmaumm

CTpaHuLa oTnpaBku 0TNafo4HON MHpopMaLU.
PekomeHayeTcsi kK oTnpaBke Npu oGpalleHnm B cryxoy
Tex. NoaJdepxku iRZ Ans cokpalleHusl BpeMeHu

onpegeneHuna I'Ip06J'IeMbI

Ping Test MpoBepka CBA3U C y3roM CTaHaapTHas KoMaH4a NPOBEPKM CBSA3YM C Y3roM Ha
ypoBHe IP, MOXeT GbITh Bbi3aBaHa Yepes web-uHTepdeiic
System Log Cnyx6a permctTpaumy CUCTEMHbIX COBbITMIA CTpaHuLa CUCTEMHOTO XypHara no3BofsieT OTCrexXuBaTh

BCE€ CUCTEMHbIE CODbITUS. D,OCTyI'IHbI HECKOJIbKO peXXnmMoB

hMKCUpOBaHUsS COOBLLIEHUSI.

Connection Log

Cnyx6a peructpaumu VHTepHeT-coeanHeHui

KypHan VHTepHeT-coeanHeHns. [1o3BonsgeT nonyymTb
MHMOPMAaLMIO O NPOLLEALLNX NOAKIIOYEHUSX U OLLIMBKax

coeanHeHu4.
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Tabnuua 4.1. OnucaHune dyHKUMOHanNa poyTepa (MPoAoIIKeHNE)
HasBaHue Kpatkoe onucaHue Pa3bsicHeHMe Ha3Ha4YeHUA U NpUHLMNAa paboTbl
Paclmnperuve dyHkumMoHana
Startup Script CueHapun aBTo3anycka [Mo3BonseT cyLwecTBEHHO pacLUMpUTb BCTPOEHHbIN

hyHKUMOHan poyTepa. KomaHabl/cLeHapum, COXpaHEHHbIe
Ha 3TOM CTpaHuLe ByayT BbINOMHATHCS NPY K&XA0M

3arnycke yCTponcTea.

IP-Up Script CueHapun aBTo3anycka AHanor Startup-Script, Ho 3anyck cueHapusi/koMaHabl

NpOUCXOAUT Npu ycnelwHoM GPRS-noaknoyeHum

IP-Down Script | CueHapun aBTo3anycka BeinonHsaeTcsa npu oTknoveHun GPRS-coemHeHns

[JononHutenbHble OyHKUMK

Send SMS OTnpaBka nonb3oBaTenbckoro SMS-coobLueHns Mo3BonsieT oTNpaBWUTbL KOPOTKOE COOBLLIEHNE HA

3aaHHbIN HOMeEp. nOJJ.JJ,ep)KVIBaeTCﬂ TOINbKO NaTnHuua.

Disable PIN OtkntoyeHne nposepkn PIN-koga Ha SIM-kapTe OTkrntoyaeT Ha SIM-kapTe 3awmTy goctyna no PIN-kogy

NTP / Clock HacTpoiika 4acoB 1 pexxuma nx CUHXpOHM3aLmK Mo3BonseT yka3aTb TOYHOE BPEMS, a TaK e HacTpouTb
MHTErpupoBaHHbIv «cepBep BpemeHu» NTP.
MopaepxmMBaeTCst CUHXPOHMU3aLWS C BHELLHUMMU

KopHeBbiMn NTP-cepBepamu

Unit Name YHuKanbHoe UMsi yCTpoiicTBa CTpoka, ykasaHHasi Ha JaHHO CTpaHuLe Npu3BaHa

coenaTtb poyTep y3HaBaeMbliM B paMKaXx NpoekTa
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5. KOoHTaKTbl 1 nogaepxka

HoBble BepCcnMn npownMBOK, AOOKyMeHTaununm w1 CconyTtCcTByrowero nporpaMmmMmHOro obecrneyeHns MOXHO

NOoNy4unTb, O6paTI/IBLLIVICb no crneayrwnm KOHTakTam:

CaHkT-TeTep6ypr
CcanT KoMnaHuu B MIHTepHeTe: www.radiofid.ru
Ten. B CaHkT-lNeTepbypre: +7 (812) 318 18 19
e-mail: support@radiofid.ru
MockBa
canT komnaHuu B NIHTepHeTe: www.digitalangel.ru
Ten. B Mockse: +7 (495) 974 74 22
e-mail: info@digitalangel.ru

Hawwn cneumanucTtbl Bcerga rotoBbl OTBETUTL Ha Bce Balum BOMpPOChI, NOMO4Yb B YCTaHOBKeE, HaCTDOVIKe n

yCTpaHeHun ﬂpO6J'IeMHbIX CI/ITyaLI,VIﬁ npu akcnnyarauyum O60py,D,OBaHI/IF|.

B cny4yae BO3HUKHOBEHUsI NPOBNEeMHON cUTyauuu, Npy obpalleHn B TEXHWYECKYH MoadepkKy, cregyeT
yKkasblBaTb BEPCUIO NMporpaMMHOro obecneyeHuns, MCMonb3yeMoro B poytepe. Tak e pekoMeHayeTcs K NUCbMY
NPUKPENUTb XKypHarbl 3anycka npoGneMHbIX CEPBMCOB, CHUMKN 3KPaHOB HACTPOEK U NGy ApYryto NMonesHyo
nHcpopmMaumio. Yem Gonblue nHdbopmaumn 6yaeT npeaocTaBneHo COTPYAHUKY TEXHUYECKON MoadepKKu, TeM

GbICTpee OH CMOXET pa3obpaTbCs B CIOXKMBLLENCA CUTyaLuK.

MpumeyaHune: MMepen o6GpalleHMEM B TEXHUYECKYIO MOAAEPXKKY HACTOATENbHO PEeKOMEeHayeTcs
06HOBUTL NporpaMMHoe obecneyeHne poyTepa [0 akTyarnbHON BEpCUM.

BHuMaHune! Hapywenune ycrnosuin akcnnyataumm (HeHaanexaliee MCronb3oBaHue poyTepa) nviiaeT
BnagenbLa yCcTponcTBa NpaBa Ha rapaHTuitHoe o6cnyKuBaHue.
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